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Protect Your OT
nfrastructure and Maximize
Network Uptime

The EAGLE40-07 firewall provides
comprehensive cybersecurity against existing
and emerging threats.

Next-generation device with multi-layer firewall, routing and
VPN encryption combats the growing sophistication of the
cyber landscape.

Advanced intrusion detection and prevention capabilities
for comprehensive cybersecurity.

Optimizes network performance with 7 Gigabit Ethernet
ports and enhanced encryption capabilities.

Ruggedized hardware maximizes uptime under harsh
industrial conditions.
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Defense against the evolving cyber
landscape is critical in protecting against
existing and emerging cyber threats.

The EAGLE40-07 firewall monitors
communications in production networks
to effectively protect and future-proof your
industrial production systems.

e High-performance, multi-Gigabit
throughput

® Secure data encryption

® Dynamic-routing support

® Flexible management options
® Meets energy standards

® [ower lifecycle costs

® Availability of future upgrades

Be certain.
Belden.
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EAGLE40-07: High-Performance,
Next-Generation Firewall

Features of Hirschmann EAGLE40-07 Firewall

® 7/ Gigabit Ethernet ports with up to 5 Gb/s throughput
® Advanced intrusion and anomaly detection capabilities

OSPF dynamic routing and VRRP router redundancy
® HiSecOS with SPI and DPI capabilities

Assists with cybersecurity regulations: NERC CIP, IEC 62443, NIST (in combination
with Tripwire)

® Convection-cooled metal housing for DIN rail mounting

EAGLE40-07

Advanced Cybersecurity

State-of-the-Art Intrusion Detection for Maximum
Protection

® Maximum protection and performance

o |ntrusion detection and prevention capabilities with complete visibility into protected
assets

o Optimal bandwidth and encryption support for high-performance OT environments

o Multiport configurability

® Develops alongside your infrastructure

o OT-specific IDS/IPS capabilities to expand into energy markets
o Ruggedized device withstands harsh environments with uncontrolled temperature
and EMC noise

® Eliminates secure design challenges

o Quick and easy integration
o Rule configuration based on traffic monitoring
o DPI meets security needs of various industries

For more information, visit us at belden.com

Belden, Belden Sending All The Right Signals, Hirschmann, GarrettCom, Tofino Security, Lumberg Automation and the Belden logo are trademarks H
or registered trademarks of Belden Inc. or its affiliated companies in the United States and other jurisdictions. Belden and other parties may also have e ce al n.
trademark rights in other terms used herein.

©Copyright 2020, Belden Inc. Eagle40-07-Vertical-Flyer-Hirschmann-2020-04-Sf-Inet-Eng Belden.


http://belden.com

