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Executive Summary

Creating connectivity across different networks, sites and companies is at the heart of the Indus-
trial Internet of Things (IIoT). Naturally, cybersecurity is at the very core of these developments 
and thus, is more important than ever. Yet, it is challenging to discuss cybersecurity in Industrial 
Control Systems (ICS) because the topic is still very abstract, complex and intangible. While 
mechanisms to improve physical security, for example a fence or a locked door, can be easily seen 
and intuitively understood, means for cybersecurity, in contrast, are not visible to the naked eye 
and often hide behind difficult technical acronyms and concepts. Therefore, these measures are 
much more challenging to encompass through conventional senses.

The House of ICS Security1 model is a simple but powerful structure to visualize this complex 
matter. It establishes a common ground for discussions about security threats, as well as an 
overview of available security features that counter those threats. The model itself is designed in 
a way that it can be used with two different approaches: a) to explore the different threats and 
security mechanisms and b) to guide a discussion between ICS experts and security experts based 
on concrete concerns and threats. When using the model, it provides insights on which security 
mechanisms are available and how these mechanisms will be effective against specific threats.  
In addition, it also supports users in determining other important influencing factors such as 
regulatory requirements and general best practices.

When exploring the model, the user can easily navigate through the different “rooms” and “floors” 
of the house to discover how threats, security features and best practices are interconnected. The 
house also shows how more abstract topics like secure product development and supply chain 
security connect to the overall concept of a secure ICS.
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Introduction: Cybersecurity in 
the Age of the Industrial Internet 
of Things and Industrie 4.0

Efforts like the Industrial Internet of Things 
(IIoT) and Industrie 4.0 promise that companies 
will be able to leverage a vastly improved 
interconnectivity to create new business 
opportunities and to optimize many processes 
on all levels of an industrial plant – which 
will result in a quantum leap in profitability. 
While Industry 4.0 mainly deals with intelligent 
(discrete) manufacturing systems, the IIoT 
includes the entire world of production and 
control systems – far beyond the physical 
boundaries of the factory premises. Both of 
these concepts are based on the idea that 
all “things” – from servers, computers and 
control systems to single workpieces within 
the network and manufacturing planning and 
execution systems – will be made accessible 
from the IT world.

However, this accessibility bears many risks in 
regard to cybersecurity. Hence, without proper 
cybersecurity the benefits of the IIoT and 
Industrie 4.0 may turn into difficult-to-solve 
cybersecurity threats and dangerous attacks. 
But which mechanisms belong to a proper 
cybersecurity concept? Which mechanisms are 
available and which fit the threats that apply 
to specific applications? How do different 
cybersecurity mechanisms work and interact? 
Answering these questions is far from trivial 
since cybersecurity has evolved into a vast and 
complex field. Moreover, many cybersecurity  
mechanisms are difficult to comprehend 
because they do not directly relate to the 
everyday work if ICS experts. 

The Challenge of Talking about 
Cybersecurity

Industrial plant operators are absolute experts 
in their fields. They usually have an excellent 
grasp of the control systems that are needed 
to operate their facility. However, they are 
often unaware of how they can integrate 
cybersecurity into their networks, or they are 
still at the beginning of a learning process in 
this regard. In the worst case, they might not 
even know how and where they should start. 
But this is what matters most: starting the 

thought process on cybersecurity. A comprehen-
sive strategy cannot be realized in a single step 
– only in the course of a long-lasting improve-
ment process that has to start at some point 
in time. This can be a start structured in small 
phases and small increments that will evolve 
and develop over time, but without an initial 
starting point, this process will often fail to 
set off at all.

Due to the complexity of cybersecurity and 
due to the fact that it is an abstract topic, a 
discussion  between security experts and plant 
operators is often very difficult, especially in 
the beginning of implementing a continuous 
cybersecurity improvement process. But even 
if ICS experts already have a good grasp on 
cybersecurity, their terminology may not 
match the terminology of their security expert 
counterpart. Hence, they might understand 
certain terms to mean something entirely 
different than their conversation partner. In 
summary: only when the operators can define 
the requirements for the protection of their 
systems clearly and intelligibly can security 
experts address them and develop appropriate 
security concepts that are customized for the 
specific requirements and envisaged threat 
scenario. If this succeeds, the plant operators 
also gain valuable system information about 
the integration of cybersecurity into their 
own systems. Subsequently, they can use this 
knowledge to re-evaluate their cybersecurity 
concepts, taking these new insights into 
account. This will automatically result in new 
ideas to improve the existing cybersecurity 
concept and this is the start of a continuous 
improvement process. This process is indispensable 
in the changing world of the IIoT, where security 
threats are constantly evolving and security 
concepts must be adapted accordingly.

Creating a Common  
Knowledge Base

What is the best way to get security experts 
and plant operators to speak the same language  
to initiate this continuous improvement pro-
cess and support it on the long term? What is 
the common ground to which both sides can 
relate? An excellent starting point is the physical 
world around us. This is common ground that 
we all understand very well since each of us 
has lived in it since birth. If the complex field 

of cybersecurity can be expressed in terms 
of our everyday life, this can create a strong 
foundation for further discussion.

Finding simple but accurate real life equiva-
lents of cybersecurity mechanisms can boost 
the understanding of complex mechanisms 
and relations. Take a firewall as an example:  
A firewall in the network is a device that 
a user cannot see directly when using the 
network. It blocks specific traffic and permits 
other traffic to flow through. A real-life  
equivalent of the firewall would be a gate  
and a gatekeeper. A locked gate will only be 
opened for certain people who possess a key 
of the right size or shape or embedded with 
the right electronic coding. Similarly, the 
firewall only permits network traffic that  
follows predefined patterns. However, explaining 
network security concepts immediately allows 
users with diverse education and professional 
backgrounds to talk about cybersecurity with 
confidence. This basic concept of linking 
cybersecurity to the real world is the essence 
of the House of ICS Security.

To achieve this goal, Belden – which has long-
standing experience in the area of industrial 
data security with its brands Hirschmann, 
Garrettcom and Tofino Security – has created 
the House of ICS Security. It is a model to 
relate the complex field of ICS security and 
its many aspects and facets to a real-world 
representation of a house with floors, rooms, 
an attic and a basement. This model enables 
plant operators to determine countermeasures 
for concrete threat scenarios that they per-
ceive for their installation. The House of ICS 
Security can also be used as a reference tool 
to reduce the knowledge gap between plant 
operators and experts to create a consistent 
basis for meaningful discussions.

The following section will introduce the cons-
truction principles of the house and – to keep 
the image consistent – which rooms and other 
elements it contains and how the foundation 
and roof are formed. However, the primary 
focus is not a full, exhaustive overview of the 
numerous functions, norms and regulations 
that are contained in the house. Instead, this 
is about how users can profit from this model 
to ensure their systems fulfill the three basic 
goals of cybersecurity: the availability of 
the network and its services, the integrity of 
information and the confidentiality of data.
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The House of ICS Security

All security mechanisms can be categorized 
based on their nature. However, such catego-
rization is not simple because many different 
characterizations exist. Depending on a) the 
threat that a mechanism defends against or b) 
the type of attacker or c) the time and nature 
of its protection, different mechanisms fall 
into different categories. Understanding and 
looking at different mechanisms in these  
categories helps us understand the vast field 
of mechanisms better and helps us explore 
new options for defending an ICS. Yet, the 
result of such categorization is a multidimen-
sional model which is difficult to understand. 
The House of ICS Security translates this 
multidimensional model to a real-life example: 
a house with rooms and floors. The following 
sections explain the different parts of the 
house and show how this house can guide a 
discussion.

Categorization of Threats and  
Countermeasures

One option for considering threats to cyber-
security in more detail is to divide them into 
different defining aspects. The three defining 
aspects that are chosen for the House of ICS 
Security are:

•	 Threat Source

•	 Threat Scenario

•	 Threat Response

When these three aspects are set up in the 
form of a grid, this creates a cube that resembles 
a house with different rooms, as visible in 
Figure 1. These aspects have characteristics 
assigned to them so that they can be refined 
further.

There are generally only two possible charac-
teristics for the threat source – either it is 
inside the network that has to be protected 
(“internal”) or the threat is located outside of 
the network (“external”). This differentiation 
constitutes the first dimension of the House  
of ICS Security.

The threat scenario can also be expanded 
into two different characteristics. For one, an 
attacker can act with “malicious and criminal 

intent,” for example to hack a system in order 
to sabotage it or gain information. However, 
only about 20 percent of all documented  
cybersecurity problems have this characteristic. 
In nearly 80 percent of the cases, there is no 
malicious intention at all2.

In those cases, the root causes are mistakes 
made by users, such as incorrectly configured 
devices or the cause might be weaknesses in 
the software. Therefore, this threat scenario can 
be named “unintended misuse and equipment 
vulnerability,” which might lead to the failure 
of a network or an unintentional dispersal 
of sensitive information. The classification 
into security issues based on the presence or 
absence of malicious intent form the second 
dimension of the House of ICS Security.

Once the threat has been narrowed down on 
the basis of the source and the scenario, the 
best response to it still has to be determined. 

Three threat responses are possible: First, one 
can try to avert an attack before it starts 
(“prevent”). If this can’t be realized – for whatever 
reason – an alternative is to recognize the 
attack (“detect”) and then act. Additionally, 
the damage that occurs in a system can also 
be removed afterwards (“remediate”) . To  
effectively counter a particular threat, all 
three threat responses can be used indepen-
dently or combined. These three responses 
provide the third dimension of the house.

When the values of all three aspects have  
been determined, the three aspects will point 
to exactly one room of the house. This room 
contains precisely those security mechanisms 
and countermeasures that are effective against 
the threat that has been described via the 
three aspects that led to this particular room. 

Figure 1 – the architecture of the House of ICS Security
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Navigating the Rooms of the House of 
ICS Security

With two threat sources, two threat scenarios 
and three different reactions to the threat, 
as shown in Figure 1, the house contains 
twelve rooms in total. The rooms are arranged 
in the “coordinate system” that is spanned by 
these three independent axes: threat source, 
scenario and response. This is visualized by 
the arrows in Figure 1. The rooms can be 
selected by the user, and this will expand 
the view of a particular room to show the 
included security features. Determining which 
room needs to be selected depends on which 
characteristics of the aspects were selected or 
which key concepts can be recognized in the 
description of the threat. With regard to the 
three examples in the previous section, this 
means:

1. �To make sure that important production 
know-how is not spied on during an 
attack from the internet, external threat 
source, malicious and criminal intent 
and prevent are identified as being the 
relevant characteristics. Following these 
three characteristics and narrowing down 
the possible rooms each time a selection 

is made, the user arrives at precisely one 
room in the house. This room contains 
functional groups such as firewalling, 
packet filtering, VPN (Virtual Private  
Network) and secure data transmission  
or deep packet inspection, which are  
effective against this particular threat. 
This example is shown in Figure 2.

2. �To prevent the creation of new attack 
surfaces in the network due to potential 
bugs in the control software, internal 
threat, unintended misuse and equipment 
vulnerability and “detect” are selected. 
Among other features, the corresponding 
room offers information on network 
segmentation, device access control, DoS 
(Denial of Service) prevention and deep 
packet inspection.

3. �To ensure that no backdoor was imple-
mented for further attacks after an act 
of sabotage of a production facility, 
external threat source, malicious and  
criminal intent and remediate are 
selected. This will lead to a room where 
functional groups like device configuration 
recovery or time synchronization are 
explained to help in the remediation of 
the security incident.

The information in each of the twelve rooms 
may be partially identical. After all, a highly 
effective protective mechanism that has a 
broad field of application can be applied to 
more than just one combination of aspects. 
Here is an example:

•  �The combination external threat source, 
malicious and criminal intent and 
prevent, and the combination external 
threat source, unintended misuse and 
equipment vulnerability and prevent both 
lead to rooms that include the firewalling 
security feature. Although both of these 
scenarios lead to different rooms and the 
exact configurations of their threats are 
different, protection of the network with 
a stateful packet inspection firewall is 
possible and effective in both cases.

The rooms give users a comprehensive over-
view of the security functions that guarantee 
optimal protection for their respective threat 
scenarios. If, at this point, a user wants to 
delve deeper into this matter, this is certainly 
possible. To this end, the rooms contain  
“drawers” in which the functions are described in 
detail. The House of ICS Security can therefore 
also be used simultaneously as a knowledge 
database.

Using the House to Discover Relevant 
Security Technology

Even during the initial phase of cybersecurity 
implementation in a plant, an operator can 
describe possible concerns or threats in some 
way. This verbal description of the threat can 
then be analyzed and categorized on the basis 
of the three described aspects. Typically, the 
described threat scenario can be directly mapped 
onto the three aspects – and by association 
directly mapped onto the House of ICS Security – 
with the aid of simple keywords. Here are three 
examples to illustrate this method:

1. �If a plant operator is worried that an  
attacker might penetrate a network 
via the Internet and spy on important 
production knowledge, this is an external 
threat that can be classified under the 
key concept “malicious and criminal  
intent.” In this case, the keyword “Internet” 
indicates the external threat source while 
“spying on the know-how” in the threat 
scenario points to the criminal intent. 
Subsequently, it just has to be determined 
whether such an attack should be preven-
ted, if it is sufficient to detect it or if the 
damage needs to be remediated at a later 
time. In the course of developing a com-
prehensive security strategy or expanding 
an existing concept, it is also possible to 
combine different responses to achieve 
greater effect. This example points at 
specific rooms in the house in which 
relevant technologies and measures are 
listed and explained.

2. �A plant operator wants to be protected 
against possible software errors in the 
control applications, which may result 
in security gaps in the network at some 
point in the future or against the net-
work or a specific application becoming  
unavailable. In this case, the threat source  
is “internal” due to a possible malfunction 
of the machines that are located on the 
internal network. The keyword “software 
error” indicates a security problem that 
arises unintentionally – namely through 
the hidden error in the device software. 
Therefore, the threat scenario is “unintended 
misuse and equipment vulnerability.” 
Since the occasional occurrence of 
software errors – so-called bugs – is 
impossible to prevent, the first step in 
developing a countermeasure is usually 
the detection and remediation of the 
threat and not preventive protection. 
However, this approach is often combined 

with preventive responses, although the 
preventive measures will not always be 
effective – after all, it is not possible to 
precisely predict in advance what flaws 
may occur in the software. Again, this 
description allows the user to identify a 
specific room in the house.

3. �An external attacker has penetrated the 
network of a company and has disabled a 
production system (similar to the scenario 
in the first example). The “prevent” and 
“detect” responses are therefore not 
applicable, as the attack has taken place 
in the past. But to make sure that the 
attacker has not left a back door open for 
further attacks, the subsequent analysis 
and remediation of the damage are effec-
tive means to prevent further damage. 
The corresponding room in the house 
contains exactly the mechanisms that are 
available for remediation.

After determining the corresponding room, 
the user can discover the related technologies 
and mechanisms. By looking at neighboring 
rooms, the user can expand his knowledge by 
looking at similar technologies that address 
different threat sources, scenarios and res-
ponses.
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Prevention 
intended

Drawers in the Rooms

In the standard view of the house as shown 
in Figure 1, three drawers per room are 
visible. The first two drawers show the security 
function groups that are most effective to 
defend against the threat that is assigned to 
the respective room.

The room identified via example no. 1 in the 
left lower corner, just above the two foundation 
levels (see Figure 2) has “Firewalling” and 
“VPN and Secure Data Transmission“ as its 
most important function groups, so these are 
visible in the drawers.

The third drawer contains additional effective 
function groups. Upon entering a particular 
room, the house itself moves to the back-
ground and the security functions that were 
previously hidden in the third drawer are 
unfolded, as shown in Figure 3.

Describing the variety of security functions in 
each of the function groups in detail would go 
beyond the scope of this white paper. This is 
why only a short introduction will be provided 
here, followed by an example that shows how 
multifaceted the information is. The interactive 
model that contains all the information can be 
accessed through the House of ICS Security 
website (http://houseofsecurity.belden.com) 
or through the House of ICS Security App in 
the Apple App store.

The detailed security features are summarized as 
function groups. The function groups include, 
for example, “Firewalling,” “VPN and Secure 
Data Transmission,” “Packet Filtering,”  
“Intrusion Detection,” “Logging and Notification,” 
“Device Configuration Recovery” and “Time 
Synchronization.” Anyone who would like 
to know more can select the “Firewalling” 
function group, for example, and then receive 
more detailed information, such as an over-
view of the basic functionality of a Stateful 
Packet Inspection (SPI) firewall. Among other 
things, it explains how this firewall differs 
from a pure “stateless” packet filter and how it 
is used in additional security concepts such as 
Defense in Depth or Zones and Conduits.

In Figure 3, the Firewalling function group 
was selected for a more detailed view. Through 
the selection of individual topics, the user has 
the option to obtain in-depth information 
about this function group or directly access 
information about products and services by 
Belden that contain this security feature. The 
text also contains additional information that 
associates the security functions with best 
practices in industrial network security that 
this feature will support or enable.

Figure 2 – Selecting the room that fits to the threat

Figure 3 – detailed view of a room with all drawers visible
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Foundation and Roof of the House of 
ICS Security – Essential for Stability

Just as with any house, the House of ICS Security 
needs a solid foundation and roof. These two 
areas do not contain specific security features 
but are still significant for the development 
of a holistic security concept. The foundation 
of any effective security strategy is the use 
of products in which security is considered as 
an integral component, starting at the early 
stages of product development (“secure by 
design and secure development”). Cyberse-
curity is an essential component of industrial 
communication technology, such as Ethernet 
switches or IP routers, and should preferably 
be implemented from the start – because it is 
very difficult to achieve a comparable level of 
protection with security that is bolted on as 
an afterthought.

Furthermore, integrating cybersecurity into every 
process is becoming increasingly important, 
both for industrial network communication 
solution providers as well as plant operators. 
In other words: From purchasing to develop-
ment and on into manufacturing of a product 
(“secure manufacturing and supply chain”), 
security is a constant companion. This is  
particularly important for the manufacturers 
of industrial network devices that are a potential 
target for attacks: For example, hackers might 

This helps the user to build knowledge bridges 
between security functions, such as firewalling 
and overarching security best practices, such 
as Zones and Conduits. To support the under-
standing of the connections between security 
features and best practices, the interactive 
model supports direct links to allow a smooth 
transition between the different parts of the 
house by the user.

An example of a best practice with firewalls  
is Zones and Conduits, as defined in the inter-
national standard IEC 624433. This process 
identifies zones in the network in which  
devices communicate primarily with each 
other and where data exchanges with other 
zones are rare occurrences. These zones 
are separated from each other with several 
firewalls, as shown in Figure 4. Only certain 
devices may communicate via the transitions 
between these firewalls, i.e. the “conduits.” 
Different network areas can be effectively 
sealed off from each other and a need-to-
communicate approach can be realized.

In this way, the various rooms of the House 
of ICS Security can also serve as a basis and 
guideline for discussions between security  
experts and, for example, plant operators. 
Based on the shared information that the 
house provides, a target-oriented dialog 
can be developed, resulting in a customized 
security concept.

This dialog can be very dynamic and can jump 
from topic to topic, and the House of ICS 
Security matches this by providing an easy 
to use dynamic access to the information it 
provides, as shown in Figure 3. Users will be 
able to quickly jump from topic to topic in the 
model as the discussion evolves. If a deep dive 
into a specific topic is necessary, the house 
will also provide information for this within 
the individual drawers.

For most security concepts, it makes sense to 
combine more than one security function. The 
reasoning behind this is that if an attacker is 
able to overcome one security function, there 
is still another line of defense that (ideally) will 
operate with a different security technology. This 
proven approach is part of a diverse defense-
in-depth concept, a strategy for a multi-layered 
defense.

By selecting several functional areas within 
the same room in the House of ICS Security, a 
user – possibly together with a security expert 
– can create a defense-in-depth concept that 
is customized specifically for the identified 
threat. Furthermore, the threat source and 
threat scenarios can be kept constant and only 
the threat responses varied in order to round 
off the concept. Security functions that are 
used at different times can be combined with 
each other, for example to create a strategy 
for prevention, subsequent detection and 
possible remediation. The user can switch 
between the various rooms of the house 
and assemble the necessary information to 
create defense-in-depth strategies that also 
encompass variety in prevention, detection 
and remediation. To support this, solutions and 
services by Belden are also visible in the room 
that includes a particular security feature.

Figure 4 – Best practice Zones and Conduits
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try to smuggle firmware images into manufac-
turing that are faulty or infected with harmful 
software. If such a firmware image was to be 
installed on a product, for example an Indus-
trial Ethernet Switch, at manufacturing time, 
the device may shut down systems or open 
back doors for data theft somewhere else 
later, after it has been installed in the field. 
This is why there are already international 
standards and provisions for security in supply 
chain and manufacturing in place. Examples 
include the North American C-TPAT  
(Customs-Trade Partnership Against Terrorism) 
or the European AEO (Authorized Economic 
Operator)4. A company that is certified 
according to AEO-S (Security) or AEO-F (Full) 
thereby includes supply chain and production 
components in its overall security concept and 
acknowledges, that product manufacturing is 
a sensitive process that needs to be protected.

The roof of the House of ICS Security also 
consists of two layers: the best practices for 
secure design and a secure operation of  
networks, along with framework of regulatory  
requirements and industry standards.  
Together, they form a reference work in  
which essential aspects of cybersecurity are 
presented in an easily comprehensible way.

Users can take advantage of this reference 
work to obtain information independent from 
a concrete threat. The best-practices are 
interlinked with the security features in the 
rooms to support the building of systemic 
knowledge: How to connect the dots between 
overarching security concepts, best practices 
and individual security features.

The framework of regulatory requirements  
and industry standards provides users with 
information that is important for their own 
plants or for participating in proposals for 
projects – for example if they are providers  
in a critical infrastructure area. In Germany, 
operators of critical infrastructures – from 
energy supply to rail transportation to  
telecommunications – are legally required 
to prove that their IT systems are protected 
against cyberattacks. This requirement is  
mandated by the IT Security Act that was 
passed by the German parliament in June 
2015 5. Within a period of two years, the  
respective infrastructural areas have to  
create and implement guidelines for cyber-
security. There are similar regulations in other 
countries, such as NERC CIP (North American 
Electric Reliability Corporation Critical Infra-
structure Protection) for power grids in the 
United States.

The House of ICS Security and 
a Secure Product Lifecycle

Based on the central significance of cyber-
security, plant operators should check whether 
the processes and products by manufacturers 
of industrial communication technology 
correspond to the required standards. But this 
is only one side of the coin, since threat scenarios 
are constantly changing: A product or a 
security protocol that was absolutely secure 
at a certain point in time will not necessarily 
be secure in the future. Long-term security 
can thus only be achieved through a constant 
inspection and re-evaluation of one’s own 
security concepts. This results in a continuous 
improvement cycle and collaboration between 
manufacturers and plant operators – they are 
connected to each other through the secure 
lifecycle of the products. It is essential that 
plant operators take not only the total cost 
of ownership into account when selecting an 
equipment manufacturer’s products – they 
must also consider the total risk of ownership.

The manufacturers are obliged to immediately 
notify the plant operators of any issues that 
have arisen and to provide timely updates 
for their products that can be used to close 
potential security gaps. The operators, in 
turn, must install a continuous improvement 
process in their companies to provide lasting 
protection for the networks and ensure that 
they can implement product updates in a 
timely manner. The House of ICS Security is 
helpful in this regard as well, the website/app  
will be updated regularly to include new 
products, concepts and features and also to 
reflect changes to the existing cybersecurity 
landscape. Through this, the House can be 
used as a tool to develop security concepts 
further and to prepare for future threats.

Conclusion

The IIoT and Industry 4.0 lead to much more 
interconnected ICS. This enables companies to 
increase their productivity and efficiency, but 
it also makes them more susceptible to threats 
from the virtual world, the so-called cyber-
space. With the interactive model “House of 
ICS Security,” the threats as well as the  
corresponding countermeasures can be  
categorized on the basis of consistent criteria.

Just like a real house, the interactive model 
has a foundation, a roof and several rooms. 
The rooms contain security features that are 
effective against a particular threat that is 
defined by three categories:

•	 Threat Source

•	 Threat Scenario

•	 Threat Response

The rooms offer a comprehensive overview of 
the security functions that guarantee optimal 
protection for their respective threat scena-
rios. They contain “drawers” in which these 
security functions are described in detail. The 
House of ICS Security thus represents a know-
ledge database that is updated continuously 
to match the constant changes of the security 
landscape.

The foundation and the roof of the security 
house each consist of two layers in which ov-
erarching aspects are considered that are es-
sential to an effective cybersecurity strategy. 
The spectrum ranges from the consideration 
of cybersecurity during the planning (secure 
by design) to the integration of security into 
the entire manufacturing and supply chain 
processes up to cybersecurity best practices, 
accompanied by the regulatory requirements 
and industry standards.

The interactive model, offered through a 
website and a smartphone app, offers plant 
operators and security experts a shared 
foundation to develop customized securi-
ty solutions. These solutions do not always 
need to start off as complete master plans. A 
comprehensive security strategy can only be 
achieved through small steps and gradual im-
provements – and this process actually never 
ends. But as it is well known, the first step is 
always the hardest. With the help of the House 
of ICS Security, this essential first step can be 
facilitated to great extent.
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