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Belden Security Bulletin – Industrial IT 
BSECV-2016-1 

GECKO authentication bypass 
Date: March 7, 2016 
Version: 1.0 
 
Executive Summary 
The GECKO Lite Managed Switch contains a flaw that allows unauthorized users to upload official 
firmware images. Users are advised to update to the software version 02.0.00. 
 
Details 
The GECKO contains a flaw that allows unauthorized users to upload firmware images. This allows 
attackers to reach the management interface (the HTTP server) of the device to upload valid firmware 
images.  
 
Impact 
A downgrade could cause instabilities from issues present in previous versions. 
 
Affected Products 
Brand Product Line / Platform Product Version 
Hirschmann Lite Managed Switches GECKO 01.0.00, 01.0.01 

 
Suggested Actions 
It is recommended that users update to the version 02.0.00. 
 
As a work-around, it is possible to prevent this system flaw from being exploited by shielding the 
GECKO web interface from public access. The device should only be connected to an intranet and 
the management interface should not be exposed to the public. If necessary, the device should be 
placed behind a firewall that implements this kind of restriction. 
 
Solution 
Users are advised to update to the following version: 
 
Brand Product Line / Platform Product Version 
Hirschmann Lite Managed Switches GECKO 02.0.00 

 
For Help or Feedback 
To view all Belden Security Advisories and Bulletins or to report suspected security vulnerabilities, go 
to https://www.belden.com/security. 
For technical support and other requests, please visit https://hirschmann-support.belden.eu.com. 
 
Disclaimer 
THE SECURITY ADVISORY, AND INFORMATION CONTAINED HEREIN, ARE PROVIDED ON AN "AS IS" 
BASIS AND DO NOT IMPLY ANY KIND OF GUARANTEE OR WARRANTY, INCLUDING THE WARRANTIES 
OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR USE. YOUR USE OF THE ADVISORY, AND 
INFORMATION CONTAINED HEREIN, OR MATERIALS LINKED FROM THE ADVISORY, IS AT YOUR OWN 
RISK. INFORMATION IN THIS ADVISORY AND ANY RELATED COMMUNICATIONS IS BASED ON OUR 
KNOWLEDGE AT THE TIME OF PUBLICATION AND IS SUBJECT TO CHANGE WITHOUT NOTICE. BELDEN 
RESERVES THE RIGHT TO CHANGE OR UPDATE ADVISORIES AT ANY TIME. 
 

Revisions 
V1.0 (March 7, 2016): Bulletin published. 
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