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Introduction

EgoSecure Data Protection offers a comprehensive endpoint security solution, which provides endpoints
with a central management for security features that range from virus protection to device control and
application control to encryption. It provides an excellent source of information on compliance violations for
macmon NAC by providing an up-to-date overview of incidents on endpoints and compliance with security
policies. Based on any event or policy violation, macmon NAC can be notified about endpoints that do not
comply and therefore be moved into a pre-configured isolation VLAN or disconnected from the regular
corporate network. The direct connection between both systems and the resulting automated reaction to
compliance or policy violations are explained in this white paper.



Use Cases

Malware detection

You can create a policy that informs macmon NAC about the detection of viruses, trojans and malicious

code under Product settings > IntellAct Automation -> Rules > Client.
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(®(2) [ product settings » IntellAct Automation > Rules - Client

4 | inteltact Automation - Rules - Ctient

Product settings
@) Files recovery « | [jsave | - Add- % Delete [FClone | [ Go to the mail server settings
28, Groups management —
Active  Name Event Criteria Action c|~
) Vabie encryption Access denied (Appiication Control). Access denied (Appiication Control) “FWORKGROUF  Send E-mail: helpdesk @egosecure. com; SNMP message: public; Send status to Macmon L]
@ Application-dependentsettings Access rights requasts - <Al sers> [ Access rights requests @ <Allusers>  Send Exmail support@egosecure. com; SNMP message: public
BitLocker Management 2 Brealcin attempt - 2 enties [Jeresken attempt () 2enttes Send E-mail: sbuse @egosecure.com; SNMF message: publc; Send status to Macmen 4
EgoSecure Antivirus: State change. .. QEQOEEWYE Antivirus: State changed @ <All computers > SNMP message: public; Send status to Macmon
cker
& mrode setngs EgoSectre Antivirus: Threat found ... & EgoSecire Antivirus: Threat found @ <Al computers> SNMP message: public; Send status to Macmon; Deny access: <All devices» for 3 hours
Full Disk Encryption B v
& Confiquration profies Rule editor
€ Helpdesk Name EgoSecure Antivirus: Threat found - <All computers> P
Application Control A event: @ Egosecure Antivirus: Threat faund 1
&3 Application packages Comment:
5 Trusted cbrects
Settir
ettings
TInsight Analysis A
& settings Objects selection: <Al computers>
& Report generation E
IntellAct Automation % Actions
49 Events [ il notification
e Rules - Custom
& Rules- client SNMP notification public
gl Rules -Server [ Trigger workfiow i
B settings
. & " Deny access © <l devices> for 3hours [~ |
reen =
Send status to Macmon | AV noncompliant
] Power profies
5B Scheduer + | [ shutdown computer o
%) EgoSecure server: https://10.0.2.15 | iy <Default> B Logged-in as supervisor Rows count: 6 (1 selected) UF NUM 2P
If EgoSecure Application Control detects a launched application that is not on the whitelist or blacklist, a
non-compliant message is sent to macmon NAC.
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@(2) [y Product settings » IntellAct Automation » Rules - Client

Product settings 4 | inteliAct Automation - Rules - Client

) Filesrecovery “ |[Fsave | fpadd~ 3 Deiete [ Clone | [F 6o to the mai server settings
& Groups management
Actve  Name Event criteria Action ca
€l Mobie encryption B
Access denied (Access Control) - W.... 8 Access denied (Access Control) 7 WORKGROUP  Send E-mall: it@egosecure. com; SNMP message: public; Send status to Macmon
@ rovic ‘Access denied (Appicaton Contra) EH GORKGROLP  Send E-mail D Sand stats o Macmon b
BitLocker Management = Access rights requests - <Al users> (5 Access rights requests @ <llusers>  Send E-mail: support@egosecure. com; SNMP message: public i
B Breakin attempt - 2 entites Breakn attempt 2entites Send E-mal: abuse @egosecure. com; SNMP message: public; Send status to Macmon
B Bitlocker settings = e B2 e 5 o e 4
EgoSeaure Antivirus: State change. .. (@ EgoSecure Antivius: State changed @ <All computers > SNMP message: pubic; Send status to Macmon
Full Disk Encryption A Egosecure Antivrus: Threat found ... & EgosSecure Antivirus: Threat found @ <all computers > SN message: puble; Send status to Macmon; Deny access: <Al devices > for 3 hours -
& Configuration profies Rule editor
£ Helpdesk Name: Access denied (Application Control) - WORKGROUP b}
Application Cantrol & Event: Access denied (Appiication Control) L
55 Aoplcaton packeges —
B Trusted objects
[&] settngs
ariteria
Insight Analysis =
& settings Objects selection: & WORKGROUP
& Report generation =
IntellAct Automation a ST
£ Events Mail notification helpdesk@egosecure.com
o Rules - Custom -
I8 sp notifcat i
o Rules - Client B staep roviason o
offl Rules -Server ['Trigger workfiow i
B settngs
[ Deny accass
Green IT £
Send status to Macmon | Application noncompliant
{i] Power profies
&B scheduler » | [ Shutdown computer |
EgoSecure server: https://10.0.2.15 | i <Default> Jg Logged-in as supenvisor Rows count: 6 (1 selected) NUM _ RF




Exceeding data access on external storage media
If a certain limit of data access to external storage media is exceeded, a status message is transferred to

macmon NAC.
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Rights management Permitted devices Product settings Administration Installation Reports Insight Analysis EENC.Q.EEEHRE
(®(2) [ product settings » IntellAct Automation > Rules - Custom
Ty ———
@) Files recovery « | [jsave | - Add- % Delete [FClone | [ Go to the mail server settings
&3, Groups management
bi = Active  Name Event Criteria Action c
o Mobie encrypton HITTR-Traffic Beschrankung [Gesam... (@)rTTP traffic imit [200% of average daily rate of Total traffic] @ <Allusers>  Send E-mail: it@egosecure.com; Show user message
@ ropic Storage fis transter it (10 GE wi.» (yStorage les tansfer imit [10 GB within 3 days wiitten o External Storage] @ <Al Users> """ §end E mail: it iBegosecure.com; SNMP message: public; Send status (o Madman; Show USET MEssage; Deny...
BitLocker Management 2 Storage fies transer lmit (8 fies ni... G Storage fles transer lmit 8 Ales within 1 day written to External storage] @ <Allisers>  Send E-mal: t@egosecure,com; SNVMP message: publc; Send status fo Macmon; Show User message; Deny..
Pp— Unenerypted fikes transfer imit [10 ... (yUnenerypted fies transfer imit [10 files within 3 days written (inencrypted) to Extemal .. @ <Allusers>  SNMP message: public; Send status to Macman; Shom user message; Deny access: <Used device> for 1 hour
< Unencrypted fies transfer it [10 ... (yUnenerypted fies transfer lmit [10 GB within 3 days written (unencrypted) to External sto... @ <Allusers>  SNMP message: public; Send status to Macmon; Shon user message; Deny access: <Used device> for 1 hour
Full Disk Encryption B
& Configuration profies [
€ Helpdesk Name torage files transfer mit [10 GB within 3 days written to External storage] - <Al users> P
Application Control A Event: @Y Storage fles transfer imit [10 GB within 3 days written to External storage] Ll
&3 Application packages Comment:
Bl Trusted objects
[&] Settings
= Criteria
TInsight Analysis 2
B settings Objects selecton: <llusers>
& Report generation =
IntellAct Automation # Actions
£ Bvents Vi notfication it@egosecure.com
o Rules - Custom o
o Rules -clent SNMP notification public
gl Rules -Server T orkfion
& settngs
& Deny access & <Used device> B for thour
‘Green IT B
Send status to Macmon | AC Write access noncompliant
1] Pomer profies
G Scheduier + | O shutdown computer -
%) EgoSecure server: https://10.0.2.15 | iy <Default> B Logged-in as supervisor Rows count: 5 (1 selected) UF NUM  RF
If a number of unencrypted write access to external storage media are exceeded, a status message is sent to
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[Hjsave o add~ 3§ Deiete [Fclone [ Go to the mail server settings

Actve | Name Event Criteria Action c
HTTP-Traffic Beschrénkung [Gesam... @YHTTP traffic mit [200% of average daily rate of Total trafic] @ <Alusers>  Send E-mail: it@egosecure. com; Show user message
Storage fles transfer imit [10 GB wi... €)Storage fles transfer iimit [10 GB within 3 days written to External storage] @ <Alusers>  Send E-mail it@egosecre.com; SNMP message: public; Send status to Macmon; Show user message; Deny..
Storage fles transfer imit (8 fles wi... @)Storage fles transfer imit [3 fles within 1 day witten to External storage] @ <Alusers>  Send E-mail it@egosecure.com; SNMP message: public; Send status to Macmon; Show user message; Deny...
Unencrypted fiis transfer imit [10 Unencrypted fils transfer imit (10 fies within 3 days written {nencryptec) to External ... ) <Al Users>  SNMP message: public; Send status to Macmon; Show Lser message; Deny access: <Used davice™ for 1 hour
Unencrypted files transfer mit [10.... (yUnencrypted fles transfer imit [10 GB within 3 days written (unencrypted) to External sto... @@ <Al users>  SNMP message; public; Send status to Macmon; Shon user message; Deny access: <Used device> for 1 hour

Rule editor
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Comment:
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Actions
[ Mail notification
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Deny access
Send status to Macmon

[0 Shut down computer
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Encryption noncompliant

EgoSecure server: https://10.0.2.15 | i <Default> Jg Logged-in as supenvisor

Rows count: 5 (1 selected) UF NUM RF
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Configuration of EgoSecure Data Protection

Settings for communication with macmon NAC

In Administration > NAC - macmon Settings only the connection to macmon NAC has to be activated.
Please enter the server name of your macmon installation in the input field Server and enter your macmon
access credentials in the input fields User name and Password.

Macmon settings
@’ Here you can set parameters to connect to the Macmon server

fﬂ Save

Activate Macmon

SErVername_macdmon

User name:

root

Password:

In Administration > NAC -> NAC Settings you can create a global default in which situations an endpoint is
considered non-compliant.

[&] Here you can define in which cases computer will not be in secure state
&N B8N  network controlis nowenabled -
HSave =

. Inactive . Removable Device Encryption inactive

No Update since | 7 day(e) Full Disk Encryption inactive
Pre-Boot Authentication inactive

Local Folder Encryption inactive

Access Control Application Control
-_—
5 M Inactive Q M Inactive

Mare than | 3 malware(s) found per | 24 hour(s)
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Configuration of macmon NAC
Policies

Endpoints are automatically moved to the Remediation VLAN when they are marked as non-compliant by
EgoSecure Data Protection. This VLAN is configured in Settings > Scan engine > remediation_vlans. There is
no further configuration needed.

In order to react differently to specific reasons for a non-compliant status, various rules can be created in
Policies > Events.

= Click on Add rule
= Name and Description can be freely chosen
= Select now_noncompliant as event
= Conditions:
=  Malware detection:
mac.getEndpoint().getComplianceEntry("EgoSecure").getReason().isEqual("AV noncompliant")
= Detection of an unwanted application:
mac.getEndpoint().getComplianceEntry("EgoSecure").getReason().isEqual("Application
noncompliant”)
= Exceeding data access on external storage media:
mac.getEndpoint().getComplianceEntry("EgoSecure").getReason().isEqual("AC Write access
noncompliant”)
=  Exceeding unencrypted data access on external storage media:
mac.getEndpoint().getComplianceEntry(*EgoSecure").getReason().isEqual("Encryption
noncompliant”)
= Reaction could be Send mail

Overview of compliance violations

Once the events have occurred and the actions of EgoSecure Data Protection have been performed, these
actions are displayed in its reporting as follows:

B3 egosecure Data Protection by Matrbe2

A &4 &% & a4 8 |e@

Rights manazement Permitted devices Product settings Administration Installation Reports Insight Analysis

@) 5 tnaght Ansbysts = 1nvellact utomation » Tdents

P e thow PS0eisis [l Show userdata Frofie Al events Last year) [- e RN -

S My Irage Time period Custom B~ owefom Ts208 @+ | v Dateto 1506208 G+ Time: from o Days| <Al> - |

IntellAct Automation 2 7R X

taumber of incidents per dar LR Adtions L EES Top 100 users mox
A tncsents

<Nones
B |
Secure Audit a 1000 == I el LllheE

Totalincidents
2125inddents
Totalusers
251users

Total events

) R

D06 1106 1406 1808 1606 1706 1896

Incidents
EgoSecure Antwins 5

Directory service structure. 2

‘Gonader group members

Top 100 events Eox Incidents - by haurs EO® Incidents - by weekdays =|ax

Gy

ccacs denied (Access Cantral)

TP traffc it [1 63 of Total raffc within 5 days]
7500

&

oz

Ul Urecrdete Cbiekie

Iaccess denies (pmicaton Cortrol)
15

Py ey bl
PR TR RS 0 et

3 2000 Ll s 8
Incidents 2 4 5 8 W 12

EgoSccure scrver: hitpe// 110215 | 8y <Defeult> BpLoggeskinas supervier
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The status, the source and the reason of an endpoint are displayed in the report Client Compliance.

I o -

2018-07-15 12:36:20 CEST
Version 5.14.62-34621

m.aqmop Reports (demo appliance vertriebsdemo50)

Authorized MACs @) Unauthorized MACs @) Detected MACs @9 Client Compliance  IP-MAC assignments  Advanced Security

View Grphicv = C 20 v 1150fi5(iteredof3y <« < 1 > »
MAC Last 1P Last DNS name  Host name (DHCP) Group Status Source Reason MAC online MAC in ARP Change
D4-85-64-08-51-DD pC EgoSecure  Everything_ok_again 2018-03-08 17:42:38
00-00-71-00-00-77 Network [ noncompiiant | EgoSecure  Application 2018-03-08 17:42:38
00-0C-29-48-CC-23 Default = EgoSecure  Forbidden_Application 2019-02-08 16:10:28
00-0C-29-8C-42-22 Defauit [ noncompiiant | EgoSecure  “Unknown USB dongle” 2018-03-08 17:42:39
00-30-C1-0A-58-C2 PC === EgoSecure DE_unencrypted 2018-03-08 17:42:39
00-60-B0-D5-58-00 2 === EgoSecure  DE_unencrypted 2018-03-08 17:42:39
00-60-B0-£6-9E-07 pC [ noncomptant Egoseaure AV 2018-03-08 17:42:39
00-A0-BB-00-00-90 LEEEEIE noncompiiant | EgoSecure  AC_Write_Access 2018-03-08 17:42:39
08-2€-5F-06-17-9E pC = EgoSecure  AC_Write_Access 2018-03-08 17:42:38
08-2E-5F-08-82-76 pC = EgoSecure  Unallowed_camers_detected 2019-02-08 16:10:28
08-26-5F-21-8F-07 pC [ noncompiiant | EgoSecure  Application 2018-03-08 17:42:38
10-60-4B-85-58-86 pC == fgoSecure AV 2018-03-08 17:42:38
24-8E-05-03-0C-B0 pC [ noncompiiant | EgoSeure AV 2018-03-08 17:42:39
24-B-05-1D-4A-C9 pC = EgoSecure  Any_Reason_Thinkable 2018-03-08 17:42:39
B4-85-2F-CC-92-69 pC === EgoSecure  Because_|_Want_It 2018-03-08 17:42:38
1150115 itered of38) €« < 1 > >

When filtered by the source EgoSecure the amount of endpoints can also be analyzed by status:

Authorized MACs Unauthorized MACs @ Detected MACs @ Client Compliance IP-MAC assignments Advanced Security

Graphic

Number of clients per status -

noncompliant [l compliant

Contact at EgoSecure — a Matrix42 Company

Daniel Déring, Technical Director, Security and Strategic Alliances
Pforzheimer Str. 128b | 76275 Ettlingen
Tel.: +49 724335495-0 | support@egosecure.com | www.egosecure.com

Contact

macmon secure GmbH
Alte Jakobstrasse 79-80 | 10179 Berlin
Tel.: +49 30 2325777-0 | nac@macmon.eu | www.macmon.eu
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