@ Belden

Your machines need
a firewall. Requlations
are making sure of it.

The Belden firewalls: robust OT security,
built for CRA compliance.

Cybersecurity is no longer optional.

The Cyber Resilience Act and NIS 2 Directive are
reshaping expectations for every machine connected
to a network. By 2027, machines that don’t meet these
cybersecurity standards cannot be placed on
European markets. Any company doing business

in the EU needs to be ready.

Belden Virtual Firewall and IAF Industrial Firewall

What the Belden firewalls offer

» Designed to meet IEC 62443: » Built for industrial environments with 3-year
Built following IEC 62443-4-1 Secure Development license included: Ruggedized hardware, extended
Lifecycle Assurance processes and capable of temperature range, and hazardous location
IEC 62443-4-2, positioning your machines for approvals. Every unit ships with a 3-year license
current and future compliance requirements. and service availability.

> Designed for OT > Realtime protection

» Deep packet inspection for OT protocols: » Intrusion detection and prevention:

Tofino deep packet inspection plus future DPI engine Advanced threat identification and blocking
integration with 4,600+ additional protocols available at the pro tier, with protections
and applications. up to OSI layer 7 (the application layer).

» One platform across the portfolio: » Tiered licensing at your control:

Same controls whether you deploy physical, Essential, advanced or pro. Start with what
virtual or high-performance variants. you need, upgrade as needs change.

No rip and replace.

@ belden.com 1



https://www.belden.com

For any stage in your cybersecurity journey

The Belden firewalls adapt to where you are today and grow with you as your needs evolve.

> Getting started > Building on a foundation > Ready for more

» Today: No firewall. Basic IP config. » Today: Basic firewall in place. » Today: Established solution,

Growing compliance concerns. Looking to add secure remote seeking to enhance real-time
access or deeper traffic control. protections.

» With the Belden firewalls: » With the Belden firewalls: » With the Belden firewalls:
An intuitive interface with granular Upgrade to advanced-tier Pro-tier capabilities like
user roles and configurable traffic through a license change. intrusion detection
rules. Straightforward setup Add high availability, and prevention,

designed for OT engineers,
not security specialists.

802.1x authentication,
dynamic routing and web
application firewall.

OT protocol deep packet
inspection and anti-malware.
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>»»> J-year license included with every purchase 3 year
Get started with 3 years. Cost is locked in for the life of your machine. license included
And if a license lapses, your last firewall configuration keeps running.

»>> Decades of OT expertise, carried forward S tiers
« essential

Proven OT security capabilities trusted across industrial networks for . advanced
decades, now integrated with a modern, competitive platform. . pro
Legacy strengths you can trust, plus the advanced capabilities your
business will need next.

»»> A partner with the full picture

The Belden firewalls are part of Belden’s broader portfolio of industrial
switches, cables, and connectivity solutions. One partner for support,
integration, and lifecycle services.

1 platform

across every variant

One software platform to meet your architecture needs.

IAF-240 | Industrial Firewall TBF-800V | virtual Firewall
Compact, industrial-grade hardware with cabinet installation. Firewall as a virtual machine on your existing hardware.
Ideal for machine builders embedding security with new machines. Same platform, same capabilities, maximum flexibility.

Additional variants coming soon: high-performance DIN-rail, 19-inch rackmount, and cost-optimized variant

» Don’t wait. Start the conversation now.

Contact your Belden representative or visit belden.com to find out how the Contact us @
Belden firewalls fit into your machines and your compliance strategy.
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